ENTRANCE EXAMINATION PROGRAM FOR PHYSTECH SCHOOL OF RADIO
ENGINEERING AND COMPUTER TECHNOLOGY COMPUTER SCIENCE AND
INFORMATICS COMPETITIVE GROUP FOR APPLICANTS ENTERING PHD
PROGRAMS

The exam ticket includes 2 questions. The first question is from the section of the program
corresponding to the scientific specialty in which the applicant intends to study. The second question
is about the applicant's future dissertation work: subject, existing groundwork, presence of a
supervisor, publications. Questions can also be asked about the content of the final qualifying work
(master's or specialist’s).

1 hour is given for preparation and it is allowed to use books, with the exception of electronic media.
It is not allowed to use different means of communication or the Internet. The applicant answers the
exam ticket in the form of an oral interview, during which additional questions on the relevant section
of the program may be asked.

Section 1. Mathematical modeling, numerical methods and software packages

1. Solution of systems of nonlinear equations. Newton's method. Theorem on the quadratic rate of
convergence. Simple iteration methods, convergence analysis. Continuation method by parameter.

2. Numerical differentiation. Basic difference approximations of the first and second derivatives.
Approximation error, rounding error. The optimal step of numerical differentiation. Grid method for
the heat equation. The simplest difference schemes (explicit, implicit). Approximation of equations,
initial and boundary conditions. Explicit schema implementation. Layer count. Implementation of the
implicit scheme, the equation on the upper layer, its solution by the sweep method.

3. Numerical integration of the Cauchy problem for ODE systems. Grid method, simplest
difference schemes (Explicit and implicit Euler schemes, central difference scheme). Implementation
of difference schemes. Approximation error, criteria for small grid spacing.

4.  Typical problems of computational linear algebra. Matrix analysis. Perturbation theory and
condition numbers. Calculations with finite precision.

5. Triangular systems. LU decomposition. Symmetric matrices. Band matrix. Sparse matrix.
LDMT and LDLT expansions. Orthogonal matrices. Householder and Givens matrices. QR
decomposition. SVD decomposition.

6.  The problem of eigenvalues. Hessenberg form and Schur form. Perturbation theory. Robust QR
method. Symmetric QR method and SVD.

7. Convex optimization and duality. Extremum conditions in smooth problems, Levitin-Milyutin-
Osmolovsky theorem. Duality in convex and linear programming.

8. Pontryagin’s maximum principle in the calculus of variations and optimal control.

9.  Lagrange's principle for smooth-convex problems. Lagrange principle in the theory of optimal
control.

10. Basic concepts and tasks of statistical estimation. Exponential and observable families of
distributions. Plausibility. Statistical theory of decision making.

11. Bayesian inference. Comparison of Bayesian and frequentist approaches to statistical estimation.
Bayesian decision theory. Exclusion of interfering parameters. permutability. De Finetti’s theorem.
12. Asymptotic normality of the posterior distribution. Doob's theorem. Ibragimov — Khasminskii
conditions. Consistency of Bayesian estimates. Bernstein-von Mises theorem.

13. Linear regression analysis. Ordinary and generalized least squares methods. Estimation of linear
model errors. Testing hypotheses about the parameters of the linear model. Confidence intervals.



14. Nonlinear regression analysis. Basic methods of non-parametric regression (multivariate non-
parametric regression, neural networks, radial basis functions, regression based on the support vector
system, kriging).

15. Statement of the problem of dimension reduction. Linear methods of dimension reduction.
Principal component analysis. Multidimensional scaling.

16. Statement of the problem of classification. Bayesian classifier. Linear classifiers: perceptron.
Rosenblatt's algorithm. Support vector machine. Optimal hyperplane. Algorithm for constructing the
optimal hyperplane. Estimation of the generalization error probability in terms of the number of
support vectors.

17. Vapnik—Chervonenkis generalization theory. VC-dimension, definition, main property. Upper
bound on the classification error probability in terms of the VC-dimension of a class of classification
functions.

18. The problem of universal online forecasting: a statistical approach. Calibration of forecasts.
Algorithm for computing well calibrated predictions.

19. Elements of the theory of algorithms. Turing machines, Post machines, normal Markov
algorithms. Estimates of the complexity of algorithms. NP - Tasks (algorithms).

20. Elements of the theory of languages. Finite automation - automaton grammars, pushdown
automata - context-free grammars.

21. Algorithms on graphs. The concept of a graph. Special classes of graphs. Search on graphs in
breadth, in depth. Algorithms for finding the minimum path.

22. Object = data + methods for working with them. Abstraction as a means of modeling reality with
the help of objects. Encapsulation. Modification and optimization of programs using encapsulation.
Inheritance. Code reuse. Polymorphism as a means of ensuring the extensibility of programs. The
concept of an interface as an alternative means of providing polymorphism.

23. Dynamic arrays, lists and their comparison. Queue and stack. The concept of mapping.
Implementation of mappings through binary trees and hash tables. Concepts of dynamic objects and
heaps. Basic heap operations. Garbage collection.

24. DBMS. Logical and physical data structure. Means of ensuring data integrity. Transactions.
Relational data model. Data normalization. ER - diagrams. SQL language. Data warehouses.
Comparison with operational databases. Denormalization. Multidimensional data model. OLAP. Data
marts. Their use as an intermediate layer in a three-tier architecture.

25. The concept of architecture of distributed computing systems. Computer networks. Seven-layer
model of open systems interaction (OSI Seven - Layer Model). The concept of client-server. Examples
of its application.

Section 2. Theoretical informatics, cybernetics

1. General principles of modeling the processes of human thinking and human-machine
communication. Machine representation of knowledge and data. Methods for storing, searching and
processing data, methods of natural language human-machine communication

2.  Transfer of information. Model of the communication system and the role of each of the blocks.
Shannon’s measures of information: intrinsic information, entropy, mutual information.

3. Statistical sources with and without memory. Entropy of a stationary source. Limiting average
and conditional entropies.

4.  Coding the source of information. Shannon's theorems for the source. Separable and inseparable
codes. Prefix code. McMillan's theorem. Kraft's inequality.

5. Shannon, Fano, Huffman codes. Universal coding: Lempel-Ziv-Welch algorithms, Lempel-Ziv
algorithm. Arithmetic coding.



6.  Coding for channel: Classification of channels. The Information processing lemma and the
Fano’s bound. Channel capacity. Symmetrical channel without memory, its parameters and
characteristics. Calculation of the bandwidth of channels, taking into account the symmetry of the
inputs and outputs.

7. Decoding as a division of the entire signal area at the channel output into separate sub-areas.
Decoding with and without decision failure. Decoding errors.

8.  Shannon's direct and inverse theorems. Error probability exponent for a memoryless binary
symmetric channel.

9.  Continuous sources and continuous channels. Nyquist-Shannon sampling theorem.

10. Finite fields, vector spaces. Groups, rings and fields. Rings of polynomials. Euclid's algorithm.
11. Block codes. Singleton, Plotkin, Elias Bassalygo, Hamming, Gilbert-Varshamov boundaries.

12. Cyclic codes. Systematic form of generating and checking matrices.

13. Bose-Chowdhury-Hokvingham codes. Reed-Solomon codes. Algebraic decoding of Reed-
Solomon codes.

14. Convolutional codes. Viterbi algorithm. Turbo codes and low-density parity codes.

15. Rank codes. Matrix and vector representation. Singleton border. Decoding algorithms.

16. Information as a subject of protection. Features of information as a subject of protection.
Scenarios for the exchange of information between two parties: ensuring confidentiality; integrity
assurance (hash functions).

17. Ensuring message authentication and identification of parties (protocols); ensuring the
impossibility of refusal of authorship by the transmitting party and the impossibility of forgery by the
receiving party (digital signature, hash functions).

18. Modulo comparisons. Fermat's little theorem. Euler function. Chinese remainder theorem.

19. The complexity of the algorithms for addition, multiplication, raising to an integer power.

20. Cryptography and cryptanalysis. Encryption keys. Assumptions in cryptanalysis. Cryptographic
strength of the information security system.

Section 3. Artificial intelligence and machine learning

1. Definition of artificial intelligence. Strong and weak Al.

2. Logical, functional, agent-based approach to Al Intelligent agents.

3. Knowledge bases. Expert systems. Knowledge engineering.

4.  Self-learning systems. Logical approach to learning.

5. Decision making in the face of opposition. Game intelligence.

6.  Computer vision.

7. Tasks of sound recognition and understanding of oral speech.

8. Swarm and ant intelligence.

0. Biological neuron. Neurotransmitters. Polarization and depolarization. Action potentials
(spikes).

10. The simplest formal McCulloch-Pitts neuron.

11. Definition of a neural network (NN). Types of NN architecture.

12. Rosenblatt's receptor.

13. Rumelhart perceptron. Perceptron learning theorem. Linear separability constraint.

14. Feed-forward networks. Kolmogorov's completeness theorem.

15. Backpropagation algorithm.

16. First order algorithms: delta-bar-delta, extended delta-bar-delta (EDBD).

17. Newton's method for learning NN.

18. Quasi-Newtonian methods of the second order: Levenberg-Marquardt, Polak-Ribi¢re, BFGS, etc.



19. Methods for finding the global minimum of the error functional. Random starts. annealing
method.

20. Genetic algorithms in NN learning.

21. Kohonen self-organizing map.

22. Neural associative memory. Hopfield networks.

23. Bidirectional associative memory. Pseudo-inverse associative memory.

24. Nuclear methods in machine learning. Support vector machine. Nuclear associative memory.

25. Recurrent neural networks. Backpropagation through time (BPTT) algorithm.

Section 4. Cybersecurity

Principles of multilevel and layered protection of information in computer networks.

Complex application of cryptographic algorithms and systems in computer networks.

Crypto providers. Principles of construction and use of the cryptographic interface CryptoAPIL.
Tasks and procedures for managing public keys.

. Legal regulation of public key management. The need to protect public keys. General provisions
on certification and certificates.

6.  General provisions on the use of public key digital certificates. General information about the
structure of a public key digital certificate.

7. Signs and main stages of the implementation of computer attacks.

8.  Systems for detecting and preventing computer attacks and their classification. Requirements
for systems for detecting and preventing computer attacks.

9. Security analysis systems: classification, architecture. Requirements for security analysis
systems.

10. Methodology for analyzing the security of an automated system.

11. Purpose and functions of firewalls. Classification of firewalls and their characteristics.

12. Generalized block diagram of the firewall. Basic schemes for connecting firewalls.

13. Organization of secure internetworking and remote access.

14. Protection of information exchange at the data link level.

15. Purpose and structure of the IPSec protocol family.

16. Format of IKE, AH and ESP protocols.

17. System of protection of information services of a computer network.

18. Approaches applied to ensuring information security in client-server information and computing
systems.

19. Types of authentication and differentiation of access to information services.

20. Architecture of SSL and TLS data protection protocols. The procedure for negotiating session
parameters.

21. Features of cryptographic calculations in the SSL and TLS protocols.

22. Cryptographic authentication and authorization protocol Kerberos.

23. Purpose, composition and capabilities of the e-mail protection system.

24. Functionality of S/MIME email security software.

25. Threats to the security of information in databases. Information security system in DBMS. Access
control mechanisms in DBMS.
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